How remote user access DIR-130 LAN resource by authentication with SSL VPN
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Setup SSL VPN, certificate we used default “ D-Link Demo”.
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Internet 15 oy :
Use this section to create and configure your SSLVPN setting.IP Address allows you to enter IP
address in various formats including, Single IP Addess (192.168.0.10), IP Ranges
(192.168.0.100-192.168.0.150), Multiple IP Address (192.168.0.80, 192.168.0.68,
192.168.0.88), or Subnet IP Address (192.168.0.0/24). This option is only applicable to the
SSLVPN CERTIFICATE SETTING section.

Network Settings

VPN Settings

[ savesettings || Don'tSave Settings |

SSLVPN CERTIFICATE SETTING :

Certificate Select:  D-linkDemo v new
1P Address: = )

SSL Port: |44

SSLVPN SETTING :

Enable SSLVPN :
Name : &sti_ssL\iPi{l

User Group :
(Using Shift or Ctrl to select mulitiple options.)
Group1 Group1

Client Accessible Range :  192.168.0.0/24




Make sure the WAN port has been connected into Internet.
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Device Info

B | All of your Internet and network connection details are displayed on this page. The firmware
Statistics version is listed below.

Log

Active Session

Frmware Version: 1.23
LAN Clients

Routing
_—
VPN
= MAC Address : 00:90:4C:4E:00:0C
1P Address : 192.168.0.1

Subnet Mask : 255.255.255.0
DHCP Server : Enabled

MAC Address : 00:90:4c:4f:44:55
Connection : PPPoE Connected| Connect | [ Disconnect |
IP Address: 118.168.118.39
Subnet Mask : 255.255.255.255
Default Gateway : 168.95.98.254
DNS : 168.95.192.1 168.95.1.1




Remoter user enter URL with DIR-130 WAN port IP address by https, and key in user name / password.
For this example, DIR-130 WAN IP is 118.168.118.39, and user name / password are test / test.
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Log in to the router
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Security Information @

This page contains both secure and nonsecure
items.

Do you want to display the nonsecure items?

[ Yes J[ No ][ Morelnfo




Device will ask you to install Java software if your PC is first installation for SSL VPN.
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Internet Explorer - Security Warning

Do you want to install this software?

@ Name: Java(TM) SE Runtime Environment & Update 7

Publisher: Sun Microsystems, Inc.

E]More options Install ] [ Don't Install ]

| ‘0] While files from the Internet can be useful, this file type can potentially harm
N\ your computer. Only install software from publishers you trust. What's the ris
A ter. Only install software fr blish trust. What's th k?

Click install button.
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After Java installed, you are going to D-Link Virtual Connect Adapter(DVCA) page to install DVCA for building a
SSL VPN tunnel.
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Download installation file

Install Option

O Available Download Site :

Gowa -] oowioas_|

® Specify A Location :

/> D-LINK SYSTEMS, INC | WIRED ROUTER | HOME - Microsoft Internet Explorer 28 D-Link 2t

Status
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Status: Download now... 4963 KB Speed: 519 KB/s
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® The D-Link VCA installed successfully.
Please close your Internet browser and reconnect to the SSL VPN site in a new browser window.

The D-Link VCA installed successfully. Please close your Internet browser and reconnect to the SSL VPN in a
new browser window.

Before that, you have to add the DIR-130 WAN IP address into Trusted sites.

Generall Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet Restricted
sites

Trusted sites

This zone contains websites that you [ Sibes l

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom
Custom settings.

- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)
| Customlevel... || Defaultievel |

[ Reset all zones to default level ]
0 Some settings are managed by your system administrator.

Lok ) [cencl ) [ Aoy |




e
Trusted sites
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You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
I https://118.168.118.39 I ‘ Add I

Websites:

*.dlink.com.tw Remove |

Require server verification (https:) for all sites in this zone

Enable Protected Mode (requires restarting Internet Explorer)
| Customlevel... || Defaultlevel |

| Resetallzones to defaultlevel |

@ Some settings are managed by your system administrator.

Lok J[ o || sy |




Reconnect to the SSL VPN in a new browser window.
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Log in to the router
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D-Link Virtual Connect Adapter lil

@ Connection successful, now you can access internal web, file and mail
Sservers.




SSL VPN connection successful, now you can access internal web, file and mail server.
Remote user can ping DIR-130 LAN IP for checking SSL VPN.
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BEX Administrator Command Prompt 15%

C:\Users\B5865>ping 192.168.0.1
Pinging 192.168.8.1 with 32 hytes of data:

Reply from 192.168.08.1: bhytes=32 time=23ms
Reply from 192.168.0.1: bytes=32 time=23ms
Reply from 192.168.08.1: hytes=32 time=23ms
Reply from 192.168.0.1: bytes=32 time=23ms

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = @ (Bxz loss).

pproximate round trip times in milli-seconds:
Minimum = 23ms, Maximum = 23ms. Average =

23ms

C: \Users\B5865>




You can also check task bar in right site DVCA Connectivity Information.

\ Diagnosis

l Connectivity Info.

’ About Virtual Connect Adapter & 1
‘ Disconnect & Exit ki

' D-Link Virtual Connect Adapter M
- Connectivity Info.
Login URL : hitps://118.168.118.39/cqi/ssi/ssl/auth.asp
Status : Connected
Time : 0:10:17
Received : 2421 Bytes
Transmitted : 2129 Bytes
Assigned IP : 10.1.1.2
Secure Mode : SSL
Close




